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Abstract 

Cyber risk governance has become increasingly complex due to fragmented data, rapid technological 

change, and growing cognitive demands on decision-makers. Evidence shows that executives often 

make suboptimal cyber risk investment decisions, resulting in either excessive spending or 

insufficient protection. System dynamics (SD) provides a framework for analyzing such environments 

by modeling feedback structures, delays, and nonlinear interactions that shape cyber risk exposure 

and resilience. This study aims to strengthen cyber risk governance by augmenting human cognition 

through a collective intelligence architecture that integrates artificial intelligence with SD-based 

simulation. Using a design science approach, the architecture is validated through three proof-of-

concept (PoC) implementations focusing on multi-agent decision-making, multi-agent data 

consolidation, and knowledge-based reasoning. Results indicate that AI-enhanced SD environments 

improve information integration, accelerate analysis, and support more consistent strategic decision-

making while revealing new governance and validation challenges.  
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Cyber risk has become a central governance challenge. AI, cloud computing, Internet of Things, and 

automation increase organizational interconnectedness, expanding exposure to cyber threats and 

creating cascading financial, operational, and regulatory consequences (Bornet et al., 2021; Kotzias et 

al., 2023; Adekoya et al., 2025). Its governance is complicated by technical opacity, adaptive 

adversarial dynamics, and fragmented organizational data, which increase cognitive burdens and 

contribute to misaligned cyber investments (Armenia et al., 2018, 2021; Lowry et al., 2025; Lavoie & 

Liu, 2026; Zeijlemaker et al., 2022, 2025). Additionally, budgetary and expertise-related constraints 

further limit oversight by boards of directors, resulting in insufficient access to cybersecurity 

expertise (Coker, 2024; ISC2, 2025; World Economic Forum, 2024). To address these challenges, 

collective intelligence and human–machine collaboration offer opportunities to improve decision 

quality and speed (Malone, 2018; Malone & Bernstein, 2022).  

Building on the demonstrated value of system dynamics (SD) for managerial foresight (Zeijlemaker & 

Siegel, 2023; Zeijlemaker et al., 2024), this study proposes integrating AI and agents with SD models 

through an enterprise architectural approach. Three proof-of-concept applications demonstrate how 

AI-enhanced modeling, multi-agent collaboration, and integrated data can strengthen strategic cyber 

risk governance. 

Intelligence System Architecture Set-Up 



Enterprise architecture provides a foundation for aligning strategy, organizational capabilities, and IT 

resources (The Open Group, 2019; Sherwood et al., 2009; Zachman, 2016). Building on this 

foundation, we propose an integrated intelligence architecture that combines system dynamics (SD), 

AI, data integration, knowledge-based reasoning, and human–computer interaction (HCI) to support 

cyber risk governance. Five interconnected components collectively operate as a virtual board 

advisor. 

Data and Knowledge Foundation. The architecture integrates heterogeneous enterprise data through 

data-centric AI, including ingestion, normalization, semantic harmonization, and aggregation (Nittala, 

2024; Akmal et al., 2025; Zha et al., 2025). Structured and unstructured information is mapped to 

unified schemas, ontologies, (Erraissi & Belangour, 2018) and SD model variables. A central 

knowledge base complements this layer by storing policies, regulations, ontologies, and historical 

cases. Hybrid retrieval and multi-hop reasoning provide traceable knowledge for decision-making 

(Batavia, 2025; Du et al., 2023).  

Multi-Agent Orchestration and Reasoning. A distributed multi-agent system coordinates specialized 

agents for areas such as risk, finance, operations, and compliance (Anthropic, 2025; Jin et al., 2025; 

Trinkley et al., 2024). A central orchestrator decomposes tasks, coordinates agents, and aggregates 

their outputs. This structure enables parallel analysis while improving scalability, transparency, and 

robustness. 

Dynamic Modeling and Strategic Foresight. SD provides the architecture with contextual and 

anticipatory reasoning by representing feedback, delays, nonlinear relationships, and adaptive 

behavior (Armenia et al., 2018, 2021; Jalali et al., 2019; Siegel & Zeijlemaker, 2023; Zeijlemaker et al., 

2024, 2025). Agents support the construction and refinement of causal loop and stock-and-flow 

models (MetCalf, n.d.). Simulation, counterfactual analysis, and loop-dominance methods, including 

“Loops That Matter,” reveal future trajectories, systemic consequences, and potential leverage points 

(Schoenberg et al., 2020). 

Human Interaction and Explainability. The HCI layer translates system intelligence into decision 

support through conversational interfaces, visualizations, and explainable AI (Reddy, 2024; Rong et 

al., 2024). Decision-makers can compare scenarios, examine uncertainty, modify assumptions, and 

trace recommendations to underlying data, knowledge, agent reasoning, and simulation 

mechanisms. 

Architecture Validation. Together, these components create a modular architecture that connects 

enterprise data and knowledge with AI-enabled reasoning, dynamic modeling, and human decision-

making. Three proof-of-concept applications focus on multi-agent coordination, data-centric 

integration, and knowledge-based inference—areas that remain comparatively underexplored in SD-

based cyber risk governance. These applications provide an initial means of validating the proposed 

architecture. 

Proof of Concept as Architectural Validation Mechanisms 

In the development of complex socio-technical systems, early validation is essential for reducing 

uncertainty before large-scale implementation (Rodrigues Neto et al., 2018). A proof of concept 

(PoC) serves as an early validation mechanism for testing whether a proposed architectural idea or 

technological mechanism can function in principle (Kendig et al., 2016). Rather than producing a 

complete system, a PoC examines whether key architectural assumptions are technically viable under 

controlled conditions (Camburn et al., 2013).  



The use of PoCs as feasibility demonstrations emerged in aerospace engineering in the 1960s (Jobin 

et al., 2020) and has since become common practice in domains such as biomedical research, public-

sector innovation, and information technology. In these contexts, PoCs help identify opportunities 

and constraints early, enabling informed decisions before significant development resources are 

committed. As such, they represent an established approach to system design and development 

(Naumann & Jenkins, 1982; Janson & Smith, 1985). 

In this research, PoCs serve as architectural validation mechanisms for the proposed collective 

intelligence architecture. They are used to assess the feasibility of core components, including multi-

agent coordination, layered data-centric integration, and knowledge-based inference. Observing how 

these components perform and interact in practice allows the research to generate empirical insights 

into system behavior, identify unexpected challenges, and refine architectural assumptions. By 

combining feasibility testing with learning from real-world implementation, the PoC provides 

evidence that the proposed architectural approach is technically sound and practically applicable 

(Christie et al., 2012). 

Lessons Learned from Three Proof-of-Concept Implementations 

The three PoCs examine multi-agent coordination, data-centric integration, and knowledge-based 

inference. Each demonstrates a shift from traditional practices toward AI-enabled approaches, 

highlighting the architecture, real-world applications, and key implementation lessons. 

Multi-Agent Architectures for Cyber Risk Governance: Results and Analytical Insights 

Architectural Design. The PoC models executive roles as specialized AI agents with distinct KPIs, risk 

tolerances, and collaboration levels. A central chair agent coordinates deliberation and connects the 

agents to an established cyber risk simulation (Jalali et al., 2019; Kim et al., 2025; Zeijlemaker et al., 

2025). A dashboard visualizes financial, risk, resilience, and agent-behavior outcomes, creating a 

dynamic environment for testing cyber investment strategies. 

Experimental Results. Experiments varied collaboration and risk tolerance. High collaboration 

generated the strongest overall outcomes, reaching $3.16 million in profit, 13% of systems at risk, 

and 89% availability under high risk tolerance. High collaboration with low risk tolerance reduced 

systems at risk to 5% and increased availability to 91%, but lowered profit to $1.83 million. These 

results demonstrate clear trade-offs between profitability and resilience. 

Analytical Insights and Conclusion. Collaboration improved both financial and resilience outcomes, 

while risk tolerance shaped the balance between protection and profitability. Agent negotiation 

produced stronger system-level outcomes than isolated optimization, but simulations also revealed 

AI drift and short-term KPI optimization. The proof of concept demonstrates the potential of multi-

agent governance while emphasizing the need for transparent metrics, system constraints, and 

sustained human oversight. 

Multi-Agent Environment for Consolidation and Calibration 

Architectural Design. This PoC replaces fragmented reporting with a three-layer multi-agent 

architecture. Domain-specific agents integrate heterogeneous data from finance, security, IT, IAM, 

HR, and incident response. A coordinating agent consolidates and dynamically calibrates these inputs 

against a cyber-risk simulation reference mode (Zeijlemaker & Siegel, 2023; Zeijlemaker et al., 2024). 

Calibration is optimized using Theil’s U and Theil statistics (Sterman, 2000; Theil, 1966). 



Experimental Results. Testing against 12 months of historical data showed that automated multi-

agent calibration (U = 0.406) outperformed the semi-automated approach (U = 0.578) by 

approximately 30%, while reducing calibration time from weeks to minutes. The results also 

remained robust under noisy conditions. However, unconstrained agent processing caused excessive 

database growth, requiring architectural redesign. 

Analytical Insights and Conclusion. The results demonstrate that multi-agent integration can 

improve the speed, accuracy, and consistency of cyber risk intelligence while reducing fragmented 

reporting. However, the database growth incident illustrates the risks of unconstrained agent 

optimization. Effective multi-agent architecture, therefore, requires explicit boundaries, controlled 

data processing, architectural safeguards, and human oversight to deliver reliable and scalable 

anticipatory cyber risk governance. 

AI-Powered Advisor: From Static Knowledge Repositories to Reasoning Systems 

Architectural Design. This PoC shifts cyber governance from static document interpretation toward 

an AI-enabled advisory system for navigating fragmented cybersecurity regulations (Marotta et al., 

2023; Marotta & Madnick, 2023, 2025). The architecture evolved into a hybrid retrieval-augmented 

generation (RAG) system combining a curated knowledge base, local retrieval and reranking, and 

cloud-based LLM reasoning (Muniyandi, 2025; Polan, 2025). This design grounds recommendations in 

verified sources while enabling contextual reasoning and interactive analysis. 

Experimental Results. Structured Q&A testing by internal and external cybersecurity experts drove 

three architectural revisions to improve accuracy and reduce hallucinations. The final system 

accelerated time-to-insight by synthesizing dispersed regulatory and technical information into 

structured guidance. It also produced more consistent recommendations across different 

frameworks. However, testing revealed rapid user trust in AI outputs, creating risks that non-experts 

may overlook inaccurate information. 

Analytical Insights and Conclusion. The hybrid RAG approach can reduce cognitive burden and 

improve the speed and consistency of cyber governance decisions. However, increased reliance on AI 

may encourage cognitive offloading and create cognitive debt, weakening human expertise and 

critical evaluation. Effective deployment, therefore, requires transparent reasoning, expert 

validation, and governance safeguards to ensure that AI augments rather than replaces human 

judgment. 

From Decision Support to Collective Intelligence in Cyber Risk Governance 

This study examined how human–machine collaboration can strengthen cyber risk governance. The 

findings support a shift from regularly used (hierarchical) decision support toward integrated socio-

technical intelligence that combines human judgment with multi-agent coordination, system 

dynamics, data integration, knowledge-based reasoning, and explainable HCI. 

The three PoCs demonstrate complementary benefits: multi-agent simulations improve strategic 

trade-off analysis; multi-agent data integration strengthens forecasting and responsiveness; and AI-

enabled advisory systems transform fragmented knowledge into consistent governance guidance. 

Together, these capabilities improve situational awareness, foresight, and decision quality. 

However, agent drift, unconstrained optimization, and cognitive overreliance highlight the need for 

transparency, architectural safeguards, and sustained human oversight. Overall, enterprise-scale 



collective intelligence can strengthen cyber risk governance by augmenting rather than replacing 

human strategic judgment. 

Implications for SD Model Validation and Governance of Intelligent Systems 

The three PoCs reveal a broader governance challenge that extends beyond cybersecurity decision 

support. As organizations introduce intelligent systems capable of autonomous analysis, reasoning, 

and coordination, traditional governance frameworks and SD validation frameworks may become 

increasingly insufficient. 

They demonstrate that intelligent systems introduce new forms of systemic risk, including behavioral 

drift, optimization beyond intended constraints, and the gradual erosion of human expertise through 

cognitive offloading. Consequently, the governance and validation of SD models must evolve to 

account for systems that learn, adapt, and act with a degree of autonomy. This shift requires 

rethinking both the principles of oversight and the mechanisms used to ensure reliability, 

accountability, and alignment with organizational objectives. 

Governing AI: Lessons Learned from the Proofs of Concept 

The three PoCs demonstrate that (Agentic) AI must be governed as a dynamic socio-technical system, 

addressing autonomy, behavioral change, human–AI interaction, and the preservation of human 

strategic judgment. Three governance shifts emerge. 

Governance of Autonomous Decision-Making. Agentic AI redistributes decision authority by 

enabling autonomous analysis, negotiation, and recommendations. The experiments revealed risks 

of agents optimizing beyond intended organizational objectives. Governance should, therefore, 

define clear decision rights, autonomy boundaries, approval thresholds, and human accountability. 

Continuous Monitoring and Escalation. Agent drift, uncontrolled optimization, and cognitive 

overreliance demonstrate that periodic oversight is insufficient (Parasuraman & Riley, 1997; 

Langosco et al., 2022). Three proposed indicators are: (i) the Human Strategic Autonomy Index, (ii) 

the AI Intent Drift Score, and (iii) the Adversarial Resilience Rating, which support continuous 

monitoring. Graduated escalation protocols should align human intervention with the impact and 

reversibility of AI decisions. 

From Compliance to Resilience. Effective AI governance requires moving beyond static compliance 

toward continuous organizational resilience. Agentic systems can improve foresight, integration, and 

decision speed, but safeguards must prevent behavioral drift and the erosion of human expertise. 

Ultimately, AI should augment collective intelligence while humans retain strategic direction, 

accountability, and final authority. 

Validation of System Dynamics Models in the Age of Artificial Intelligence 

Traditional SD validation assesses structural integrity, behavioral consistency, parameter validity, 

extreme conditions, and sensitivity to ensure credible decision support (Barlas, 1996; Forrester & 

Senge, 1980; Sterman, 2000). However, AI changes the validation context by supporting automated 

causal discovery, model generation, data integration, calibration, and agent-based interaction.  

These capabilities introduce new risks, including AI-generated structural bias, semantic data–model 

misalignment, adaptive calibration drift, agent-induced distortions, and human overreliance. 

Validation must, therefore, extend beyond the SD model to the broader socio-technical intelligence 

system. 



We propose six complementary validation dimensions: (i) structural validation, (ii) data–model 

alignment, (iii) behavioral validation, (iv) adaptive calibration validation, (v) agent–model interaction 

validation, and (vi) human–AI interpretability validation. Together, these extend established SD 

practices to ensure that AI-enhanced models remain transparent, reliable, and suitable for strategic 

decision-making. 
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