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Examination Project for 
“IKT1200 System Dynamics”
Deliverables: 

Electronic version of report and model file

Start of project: 

Friday 23 May 2003, 2 pm
Delivery of project: 

Wednesday 28 May 2003, 6 p.m. 
1 Important

1.1 Delivery

You must email your project files (report plus model) within 6 p.m. of Wednesday 28 May to XX AND sensor YY. 
1.2 Dictionary

It is crucial that you understand every word, so if you have problems go to the dictionary Merriam-Webster Online.

1.3 Language

You can choose whether to answer in Norwegian or English. (It is best to use English since you avoid having to translate concepts from this document and the attached report from English to Norwegian).

2 Content of the examination paper

Your examination paper must contain the following obligatory sections:

1. Your suggested criteria for self-evaluation of the project

2. Project plan (see § 4.2)
3. Establishing the validity of the problem analysis

4. Conceptualizing the system dynamics model

5. Description of the main features of the model

6. Analysis of model behavior

7. Model-based proposals for preventing or reducing the impact insider attacks 

8. Your self-evaluation of the project according to the criteria from point 1.
(If you find it necessary you can add more sections but they are not strictly necessary.)

The points are given in a specific order because of good reasons. Specifically, the criteria for self-evaluation are intended to help you to stay focused and on track. That is why they must not be “invented” at the end of the project – even if the result of your self-evaluation must come at the end.

As to point 8 – self-evaluation – use the new scale A-F according to the criteria given in Veiledende retningslinjer for bruk av felles karakterskala ved ingeniørutdanningen, sivilingeniørutdanning og maritim høgskoleutdanning. 
3 Description of the Examination Project

3.1 Information security case
The Tim Lloyd/Omega Case is a famous case of insider attack to an information security system (see the enclosed report ‘The Tim Lloyd_Omega Case Study.pdf’ by Sharon Gaudin). As a first step, you must read Gaudin’s report very thoroughly because the examination project consists in identifying the parts of this information that are necessary for modeling the problem. 

In other words, you must find out relevant information and disregard information that is not relevant. Such task is common and frequent in real life projects: You get a lot of information, but you need to stay focused and put your finger on the important things while ignoring the things that are not important.

You should not be scared: In the following you find hints that help you to make the right decision. Again, the crucial issue is to read the materials well and to stay focused.
3.2 About the analysis of a problem
The analysis of a problem is the result of collecting focused information about some problem, organizing and structuring the information, identifying reference behavior, time horizon, intended use of the model, target group, etc. This is normally the most difficult part of a modeling process (and – for that matter – of any problem-solving process). Once you have a good analysis of the problem, modeling becomes quite easy.
In the IKT1200 course we called such process “problem description” (with its associated aspects of reference behavior, etc). In Sterman’s book you find it in §3.5.1-3.5.2 – but there you find also stuff that you don’t need today.

In this case you are not asked to write down the analysis of the problem yourself. Rather, you are given an analysis and your task will be to look in Sharon Gaudin’s report of the Tim Lloyd/Omega Case for information that supports the formulations found in the analysis below. (If you don’t find supporting information then you should consider that part of the analysis as an assumption and discuss how good the assumption is.)
Your task is to write a section (“Establishing the validity of the problem analysis”) in your report about the analysis of the Tim Lloyd/Omega Case. For this you have to:

· Go step for step through the analysis below and scan Gaudin’s report for supporting arguments (note that the arguments may be scattered, i.e. that part of the supporting argument may be on page 2, say, and other part on page 5).
· Quote specific information from Gaudin’s report and use that to provide arguments in support of the formulations used in the analysis.

· Note that sometimes the arguments you find in Gaudin’s report are strong, sometimes they are less strong, sometimes they are weak and – it may happen – sometimes no arguments are found. Hence, in addition to find and assemble arguments and make clear, unambiguous references to Gaudin’s report, you must also critically evaluate the arguments. In other words, you should state whether the supporting argument is very strong, strong, less strong, etc.

· Make assumptions if necessary. That is, if you are not able to find evidence in Gaudin’s report that directly supports some issue in the analysis, then you will have to consider the issue to be an assumption. In such a case you must discuss whether the assumption is reasonable or not, whether there might be other possible assumptions and what their relative merits are.

· Finally, you must find reasons (and discuss their validity) in support of the graphs of the reference behavior mode (Figure 1).
3.3 Analysis of the Tim Lloyd/Omega Case
3.3.1 Synopsis of the case
Before the preparation and execution of the “big attack”, Tim Lloyd caused the occurrence of some incidents that affected proper operation of the information system and caused downtime. Arguably, in the absence of controls, management would perceive downtime as an indicator of security level. Since downtime seems to have occurred rarely in the past, and had not been very serious, management was not concerned so much about security. Omega seemed to have an acceptable security level, and from this sense of complacency Omega’s security became victim of its own “success.”
In the time before the attack, Omega was expanding from a local company into a global enterprise. There was a high pressure on the company to grow its business during the entire time horizon under consideration. The high pressure to grow is likely to have diminished management’s commitment to security. Low commitment to security and misperception of the security level meant that management actions to improve or, at least, maintain the security level were grossly inadequate. 
Tim Lloyd quarreled and caused workplace discontent. The precursor incidents of Tim Lloyd and the downtime they generated also caused workplace discontent. Workplace discontent seems to have worried management the most because it affected productivity directly. Management took some actions to stop these incidents and improve workplace climate: Tim Lloyd received verbal and written warnings, and was demoted. However, there is no evidence to the effect that management perceived Lloyd’s actions as threats to security. Rather, there is clear evidence that management interpreted Lloyd’s behavior only as a threat to workplace climate while continuing to trust him completely as a computer expert.
As a malicious insider, Tim Lloyd had the advantage of being able to reduce the security level through actions derived from his knowledge of the system. 
3.3.2 Time horizon
Aiming to describe Lloyd’s actions and their consequences we shall consider as time horizon for the model to be the period from early 1995 until the end of July of 1996, or – for convenience – from 1 January 1995 to the end of 1996.
3.3.3 Model boundaries

The model boundaries will be drawn around the insider and Omega’s management, their perception of security and its influence over the security level. We assume that Omega had a malicious insider and we analyze which factors provoked a successful attack. 

3.3.4 Reference behavior
Following his demotion from a star employee to an average worker, Tim Lloyd exhibited public signs of discontent. He became “an angry man who lashed out, verbally and physically, at his co-workers, bottlenecked projects simply because he wasn’t in charge of them, and even knowingly loaded fault programs to make coworkers look bad, according to Omega executives. In that year, he had received verbal warnings, was written up twice and demoted.
A crucial observation is that management perceived Lloyd’s problematic behavior as a disruption of workplace climate and not at all as a threat to the security of the company. 

Management’s total obliviousness concerning Tim Lloyd as a threat to Omega’s security is astonishing because Lloyd did cause some problems to the computers and the networks, upon feeling being disrespected.
Accordingly, the reference behavior modes include Tim Lloyd’s disruptions of workplace climate as well as some security incidents that went unnoticed as security threats. Further, the reference behavior includes management preoccupation with workplace climate and corresponding obliviousness toward the security threat posed by Lloyd. It is likely that the high pressure to grow, which had characterized Omega since 1985, made workplace climate the key aspect of concern for management. 
There was an absence of formal security policies (designing correct segregation of security duties, designing and controlling an appropriate employee-supervisor relationship). Neither are there clues about any security audits: The deliberate “markers” (here, problems to the computers and the networks) by Lloyd stayed unnoticed as security threats. Therefore, we assume that security audits did not exist.
Tim Lloyd made up his mind to strike some months in advance of the “big attack.” His disgruntlement may have triggered his actions to reduce the security level of the system. About a year before he committed the attack, he showed visible signs of discontent, and the failure of management to respond to this behavior from a security perspective may have encouraged Lloyd to plan his attack. Lloyd’s behavior and his actions to disrupt the information system can also be interpreted as deliberate markers to test whether such behavior and manipulations would provoke management suspicion of an insider attack. Management’s failure to react to these markers was a clear sign that nobody seemed to be concerned about information security at Omega. This lack of concern let Lloyd act with impunity to make the system more vulnerable in the few months before he committed the attack. Interestingly, Mitnick and Simon (“The Art of Deception”. 2002, see e.g. p. 20-21) document that probing the alertness of defenses through appropriate “markers” is part of the “bag of tricks” of malicious agents.

The security level was extremely low at the end of the considered time horizon, i.e. when the attack actually occurred. The security level had decreased significantly during the last few months preceding the attack.
3.3.5 Graph of reference behavior
The figure below gives a qualitative idea of the problem’s reference behavior. Since the available information on the Tim Lloyd/Omega Case is qualitative, the graphs below are qualitative too. Notice, e.g. that Tim Lloyd’s precursor incidents are given as approximately regularly spaced pulses of the same height.
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Figure 1 Reference Modes: (i) Security level; (ii) Pressure to grow; (iii) Workplace discontent; (iv) Formal controls; (v) Disruptions of workplace climate and precursor incidents; (vi) Actions to reduce security level. The time bomb fires off at the very end (not shown).
3.3.6 Dynamic hypothesis
The dynamic hypothesis is that insider attacks tend to occur when potential malicious insiders perceive the system as being extremely vulnerable. In the case of Omega, risk misperception and management priority on growth over security provoked an erosion of standards that led Omega to a low level of security. 
Apparently, the malicious insider perceives this security exposure in an accurate manner and this reinforces the probability of attack. The insider tests the alertness of the system with “markers”, i.e. creating small disruptions. In fact, it is likely that the intent to launch a big attack originates gradually when small disruptions motivated by the insider’s discontent fail to be detected by management, thus indicating to the insider that the system is vulnerable. 
Further, the accurate perception of the system’s vulnerability, including the observation that nobody seems to care, induces insider actions to maximize the impact of the attack without being detected. For example, as in Lloyd’s case, to conduct a test attack before the ‘big attack’ or to take the programs off the workstations and centralize them in just one file server. These actions to probe the system’s defenses can be interpreted as part of the insider’s preparatory behavior before launching a full-scale assault.

3.4 Conceptualizing the system dynamics model
From the analysis and the reference behavior given above you should generate a preliminary list of the main variables of the model. (Main variables means: The most important ones, those that are the core of the model and get you started.)
Stick to the main variables (no more than absolutely necessary). Find a good name for them and their unit of measure (if any – they may be unitless in some cases).

In the Appendix you find some hints to get started.

Give in your report your list of main variables with their names, units (if any) and a short documentation.
3.5 Description of the main features of the system dynamic model 
After developing a simple system dynamics model that qualitatively reproduces the reference behavior mode (Figure 1) you should describe it. Make sure that you put good figures of the main elements of the stock-and-flow model in your report and that you give a short description of the model structure 
It is not necessary to list all variables but you can add a description of important variables that were identified after the preliminary analysis from the previous section.

3.6 Analysis of model behavior 
Show simulation runs and compare with the reference behavior of Figure 1. Discuss and analyze the model behavior.

3.7 Model-based proposals for preventing or reducing the impact insider attacks 
From the model (including the problem analysis above) discuss lessons for preventing insider attacks or – if an attack happens – for reducing the impact they may have.
4 Recommendations for organizing your project

4.1 Reading

It should be unnecessary to point out that you ought to read very carefully this document, including the description of Tim Lloyd/Omega Case. You should read it several times, and discuss it with members of your project group, aiming at getting hold of everything and developing shared understanding of what should be done. 
4.2 Project plan

After having made a clear and well-focused specification of your examination project you should next develop a project plan. The project groups consisting of two/three people, you should make a plan for tasks that must be tackled together and for tasks where group members can work in parallel. Specify in advance the estimated duration of each task and try to stick to the deadlines. All this (including who works with what) must stand in the project plan – and it must come into the project report.

It is crucial that your project plan specifies and enforces division of labor – otherwise the examination project becomes too big. Make sure that the plan is dynamic, that you are able to make adjustments if some part becomes more demanding than anticipated. 
4.3 Not “The Answer™”
Be aware that there is not something like “the one and single answer” – rather it is a matter of making well-founded choices for what to aim at, what to include & what to leave out in order to meet your goals, etc. 
4.4 Working smart vs working hard
Be aware that there are several opportunities for saving time if you organize your project well through division of labor: E.g. modeling can be done in parallel with establishing the validity of the problem analysis. Try to find similar solutions for other tasks.

5 Deliverables

· An examination paper (report) AND a Powersim Studio model

The delivery must be in the form of files that you email within the final deadline to XX AND sensor YY with two attachments:

1. A Microsoft Word file of the examination paper (report)
2. A file with the Powersim Studio model

Everything you want the jurors
 to become aware of must stand in your examination paper: Referring to the model file and asking the jurors to open your model is not acceptable! The point of your delivering the model is to allow the jurors to check aspects of your work as well as making is possible to find out about issues if it turns out that they are not clear enough described in the paper.

6 Grading
To grade your work one has appointed jurors that know something about modeling and simulation with the system dynamics method. The jurors will like to read reports 

· that demonstrate that you master the method (as opposed to just being able to use the simulation tool);

· that you have a grasp of how system dynamics can be used to model intermediate to advanced issues in security;

· that you can communicate models and model behavior to an audience with a good knowledge of basic system dynamics.

Be aware that the jurors will be very strict against illegal cooperation between groups. Hence, the jurors
 will compare the reports and models delivered by the various groups in order to detect suspicious similarities!!!
Appendix
It is recommended that you build up your models from sub models dealing with: 
1. The effect of the incidents caused by Tim Lloyd’s (the insider) on the information system downtime.
 Each initial incident (precursor incidents) causes a little downtime and the single final, “big attack” must have disastrous consequences on downtime.
2. The effect of the insider actions on workplace discontent (it is convenient to introduce a unit of discontent, discontent being a soft variable).
3. The security level of the system. Introduce a unit to measure the security level: Actions like centralizing software, removing backup tapes, etc, should be described in terms of the value of the security level variable.
Try to find ways to figure out how the sub models should behave and remember to do incremental development and testing.

You need to consider how the insider and the management view the situation. The insider feels himself unjustly treated, he is “pissed off”, he acts first impulsively, out of anger, quarreling a lot and causing some minor security incidents and at the end he acts with premeditation. Indeed, the insider’s discontent stays very high and at some time Tim Lloyd understands that he never more will be happy at Omega. This happens before management – because of the perceived deterioration of workplace climate – decides to fire the Tim Lloyd.

You need to model the different perceptions of the insider and the management and how such perceptions – when they surpass some thresholds (one for Tim Lloyd, a different one for the management) – trigger some decision.

It is crucial that you take account of the insider’s preparations. The insider developed the time bomb in advance so that the only thing left for him when he was fired, was to program the date when the time bomb should fire off. Also, the insider debilitated the information system so that the impact of the time bomb should be maximal. Consider how to model this so that the system on the one hand is technically weak, on the other hand that this is not discovered by the management (or colleagues).
Also, you need to find a consistent way to determine the date for the time bomb (without using knowledge of the fact that the time bomb was fired the 31st July 1996). (What makes Tim Lloyd fix the date of the “big attack” and when does this occur?)

The insider actions (security incidents, quarreling) should be modeled as pulses, the height of the pulse having relation to the impact of the action (on downtime or on workplace discontent). Do not bother to make the pulses random in time. Just make the precursor incidents regularly spaced in time.

Finally, if you get stuck with the stock-and-flow model you should – as second best solution – develop a causal loop diagram for the particular sub model and discuss it. 








� Det vil si, Gonzalez og den eksterne sensor.


� Det vil si, Gonzalez og den eksterne sensor.


� Downtime: Time during which production is stopped.





�Give some main variables with name. unit, doc. Add a list of main Powersim functions to be used. Remark that incidents should not be RANDOM, but rather regular pulses.
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